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Bootloader Awareness Manual coreboot

Version 05-Oct-2024

History

28-Aug-18 The title of the manual was changed from “Bootloader Debugger for <x>” to “Bootloader 
Awareness Manual <x>”.
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Overview

The Bootloader Awareness for coreboot contains special extensions to the TRACE32 Debugger. This 
chapter describes the additional features, such as additional commands and debugging approaches.

Brief Overview of Documents for New Users

Architecture-independent information:

• “Training Basic Debugging” (training_debugger.pdf): Get familiar with the basic features of a 
TRACE32 debugger.

• “T32Start” (app_t32start.pdf): T32Start assists you in starting TRACE32 PowerView instances 
for different configurations of the debugger. T32Start is only available for Windows.

• “General Commands” (general_ref_<x>.pdf): Alphabetic list of debug commands.
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Architecture-specific information:

• “Processor Architecture Manuals”: These manuals describe commands that are specific for the 
processor architecture supported by your Debug Cable. To access the manual for your processor 
architecture, proceed as follows:

- Choose Help menu > Processor Architecture Manual.

• “OS Awareness Manuals” (rtos_<os>.pdf): TRACE32 PowerView can be extended for operating 
system-aware debugging. The appropriate OS Awareness manual informs you how to enable the 
OS-aware debugging. 

• “UEFI Awareness Manuals” (uefi_<x>.pdf): TRACE32 PowerView can be extended for UEFI-
aware debugging. The appropriate UEFI manual informs you how to enable the UEFI-aware 
debugging. 

Supported Versions

Currently coreboot is supported for the following versions:

• coreboot on x86 and x64 architectures
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Configuration

The Bootloader Awareness for coreboot is configured by loading an extension definition file called 
“coreboot.t32” from the demo directory with the EXTension.CONFIG command. Additionally, load the 
“coreboot.men” menu file (see “Coreboot specific Menu”).

x86 32-Bit

A full configuration for x86 32-bit can look like this (the path prefix ~~ expands to the system directory of 
TRACE32):

x64 64-Bit

A full configuration for x64 64-bit can look like this (the path prefix ~~ expands to the system directory of 
TRACE32):

; Load the debug symbols
Data.LOAD.Elf <path_to_bootblock.elf>/bootblock.elf /NoCODE 
Data.LOAD.Elf <path_to_romstage.elf>/romstage.elf /NoCODE /NoClear
Data.LOAD.Elf <path_to_ramstage.elf>/ramstage.elf /NoCODE /NoClear

; Load the Bootloader Awareness for coreboot:
EXTension.CONFIG ~~/demo/x86/bootloader/coreboot/coreboot.t32

; Load the additional menu:
MENU.ReProgram ~~/demo/x86/bootloader/coreboot/coreboot.men

; Load the debug symbols
Data.LOAD.Elf <path_to_bootblock.elf>/bootblock.elf /NoCODE 
Data.LOAD.Elf <path_to_romstage.elf>/romstage.elf /NoCODE /NoClear
Data.LOAD.Elf <path_to_ramstage.elf>/ramstage.elf /NoCODE /NoClear 

; Load the Bootloader Awareness for coreboot:
EXTension.CONFIG ~~/demo/x64/bootloader/coreboot/coreboot.t32

; Load the additional menu:
MENU.ReProgram ~~/demo/x64/bootloader/coreboot/coreboot.men
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Features

The Bootloader Awareness supports the following features.

Display of coreboot Resources

The extension defines new commands to display various resources. Information on the following coreboot 
components can be displayed:

For a detailed description of each command, refer to chapter “Coreboot Commands”.

Since the x86/x64/Atom architecture does not allow to read memory while the program execution is running, 
the information can only be displayed if the program execution is stopped.

EXTension.INFO Build information

EXTension.LOG Log buffer

EXTension.CBFS CBFS “coreboot file system”

EXTension.BuildCONF Coreboot build configuration

EXTension.TimeStamp Timestamps

EXTension.MemoryMAP Memory mapping

EXTension.CBTABLE <address> Coreboot tables content
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Coreboot Specific Menu

The menu file “coreboot.men” contains a menu with coreboot specific menu items. Load this menu with the 
MENU.ReProgram command. 

You will find a new menu called Coreboot. 

• The Display menu items launch the coreboot resource display windows.

• Selecting Coreboot Tables will open the following dialog.

The coreboot tables are created at the end of “ramstage”. The object of this dialog is to run 
coreboot until the coreboot tables are created and its address is set.

• Selecting Detect Payload will open the following dialog. 

The payload name is extracted from the configuration file within the CBFS. If the payload name is 
not listed in the configuration file, the dialog will show an empty string.
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Coreboot Commands

EXTension.INFO     Display coreboot build information

Displays the coreboot build information (coreboot version, coreboot build date, mainboard identification). 

EXTension.BuildCONF     Display coreboot build configuration

Displays the build configuration.

The configuration is extracted from the CBFS. Per default, coreboot adds the configuration file (.config) 
within the CBFS.

Format: EXTension.INFO

Format: EXTension.BuildCONF
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EXTension.LOG     Display coreboot log

The log is saved on memory in a buffer. The EXTension.LOG window shows the buffer size, the buffer 
cursor and log level.

“magic” is a unique ID, used by the Bootloader Awareness to identify the buffer address. The “magic” field is 
mouse sensitive. Right-clicking on it will show a local menu.

The “log level” field is mouse sensitive. Right-clicking on it will show the following dialog.

The log level can be changed during coreboot execution although it was fixed in the coreboot configuration 
file. Possible values are: 0 to 8.

Format: EXTension.LOG
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EXTension.CBFS     Display coreboot file system

Displays the CBFS with details (File name, type, size, and specific characteristics).

“magic” is a unique ID, used by the Bootloader Awareness to identify the address of each “file” in memory.

The “magic” fields are mouse sensitive. Right-clicking on them will show a local menu.

Format: EXTension.CBFS
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EXTension.TimeStamps     Display timestamps

Displays all events saved by coreboot and the duration of each event.

The “magic” fields are mouse sensitive. Right-clicking on them will show a local menu.

Clicking the Config button will display the timestamp configuration.

Format: EXTension.TimeStamps
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EXTension.MemoryMAP     Display memory mapping

Displays the memory mapping: start and end address and identification of each memory region.

The “magic” fields are mouse sensitive. Right-clicking on them will show a local menu.

A RAM dump of a specific region can be saved by selecting generate RAM dump from the local menu of 
the “magic” field. The binary name and memory range addresses will be set automatically.

Format: EXTension.MemoryMAP
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EXTension.CBTABLE     Display contents of coreboot tables

Displays the contents of coreboot tables. 

Format: EXTension.CBTABLE <address>

<address> Coreboot table address
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