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CPU Modes - Core View

non-secure zone secure zone

hyperv. mode
hyp

monitor mode
mon
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Hyp (lxla, Adrch32) 10
Und (0xlh, Abrch3
v Sys (0x1f, Adrch32 1600
ws (0x1f, Bbrch3d) 1502

EO00001F

Rudi Dienstbeck

TrustZone And CPU Modes In TRACE32

= CPU modes in Register window

= Register modes in CPSR bits 0..4
= “user mode”:
= usr
= “kernel modes”:
= fiq, irg, svc, abt, und, sys
= “hypervisor mode”:
= hyp (only non-secure)
= “monitor mode™:
= mon (only secure)
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= CPU modes in Register window

» TrustZone in SCR bit 0
= “non-secure” nsec:

=  Modes: usr, fiq, irq, svc,
abt, und, sys, hyp
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TrustZone And CPU Modes In TRACE32

m “Secure” seC: iiEB::Hegister.view | = || (=] ||£h|
F12  FFFFAJBI  R1Z2 a -
. . : T _ R13 40003670 FR13 ES27YE0OQQ
m Modes: usr, flq, Irg, Svc, T Ri4 4000240C R4 0
5] SP5R 10 n
abt, und, sys, mon
i IRG:
& _ R1 400061ED R13  40005F48 -
L Ll I
o B:PER = = &=
SCR goooooo4 SIF Permitted HCE Mo SGD\ Mo -
£ Mot allowed Fio Mot allowed o mpore )
FI Monditor IR IR &

4 UL

SeCUrE 5
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CPU Modes - Memory Access View

non-secure zone secure zone

modes: usr, svc, irq,
fiq, abt, und, sys
modes: usr, svc, irq,

access class: N: fiq, abt, und, sys
MMU translation:
NonSecPageTable access class: Z:
IntermedPageTable
MMU ftranslation:
SecPageTable
hypervisor zone
mode: hyp
access class: H: mode: mon
MMU translation:

HypPageTable
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TrustZone And CPU Modes In TRACE32

= Memory addresses with “access class”

= Access class relates to memory access depending on CPU mode and zone
= PC shown with current access class in “List.auto” and status line
’ A TRACE32 with TrustZone =x ECh = ﬂ

File Edit Miewe “ar  Break Bun CPU  Misc Trace Perf Cow  FreeRTOS  Window Help
I B R T R N | A RSt = )

= El@ B B:Registerview o || = || &=
[ M Step ][ B Over ][.& Di'-'ergE][qf Heturn][ ¢ Up ][ b Go ][ il Break][ e Mu:u:le] 4 _ USR: FI(: mn
addr/Tine |code Tabel mnemanic comm | RS 08080808 RS 0
TR AR0000 =uh EENEEEE i R3 40001030 R3 a
MSR: 40002283 |E-pLECOO pop fr11i I _ R10 10101010 R0 0
HSR:400022BC |EIRFFFIE b ri4 F_ FR11 40003684 R11 0=
F12 FFFFAYBS FR1Z 1]
woid func2i) = 13 40005670 R13  EB2FVE0DOO
47 |1 T _ Ejd  4000240C R4 n
NSR:400022C0 |Ea204210  func?: push frd,r11,r143 S¥S 5P5R 10
MWSR:400022C4 |EZS8DEOOS add 11, r13,.#0x8 nsec
MWSR:400022C8 |E24DDO0OC suh Fi13, 13, #0x0C C: IRGQ:
int autovar; o nid  4000B1E0 R13  40005F4a
regizter int regvar; E _ FRi14 40003678 FR14 40002354
ztatic int fztatic = 44; S* initia SPSROBOOOOOMF  SPSRE 2000001F
ztatic int fztatici; ¥ onot in < 0 _ i
|« i P 1 i r
' e ] [ [rata ] [ ar ] [ Lizt ] [ FERF ] [ 5SS hem ] [ Step ] [ other ] [ PCENTS
MSR:AQ0022BC "\"\rthI:IemD_pic_armv?a"\midi"\func'l +0w2C Sievelemo stopped M= UP
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TrustZone And CPU Modes In TRACE32

= Memory addresses with “access class”

= |f not explicitly specified, windows follow current CPU mode
= Qverriding is possible: see examples below

9520 BuData.durnp 0x40000000 o T= | == | 4l BuData.dump ZS: 040000000 o || = | =]
address 0 4 01234567 address I 4 01234567
NSD:40000000 [+ETADOOO0 ETACDDOO0 a5 nuae . £50:40000000 »E1A00000 E1AD00O00 BRESYBNLS .
M50 40000008 E1600000 EAFFFFFB RUREEEEE — £50 40000008 | ETADDO00 EAFFFFFE BURSERER (=
WSO = 400000110 87BES1ED 7ESE7081 EQEZEpyi = Z50 40000010 954804736 S59F03BY BARZREER|] =
NSD = 40000018 9791B349 991DEFAC AE32Ants - 50 :40000018 | BYFS5AED 74DD3B3B EZE%; %t
d B 4 I
=1 BuList Uisiewve o || 3 || E2 |
[ stepl [0 Ove[ A || o |[@Up| pGo| mn [ M &
addr/Tine \code labe1 Aemon ic |
int =sievel) -
186 |1
NMUR:40002898 [E9200870 sieve: nush ird-rE,
MUR :4000289C [EZEDEOOC add F11,r13
MUR ;40002840 [EZ24DDO0S suhb F13,r13
MUR ;400023844 JESEIFEIII.':'.ﬂ‘r ldr r3,0x40 =
] 1 b
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TrustZone And CPU Modes In TRACE32

= Mapping of access classes for memory accesses

D: Data, P: Program, R: aRm code, T: Thumb code
S: kernel modes (“Supervisor”), U: User mode
N: Non-secure, Z: secure+monitor (“Zone”), H: Hypervisor
= These access classes map MMU tables (see next slides)
A: physical (“Absolute”) access (see next slides)
E: run-time access (“Emulation”, aka dual-port, see next slides)

141 BuData.dump EA:Dx100 o[- B | (]

address 0 4 01234567 |
EANSD:0:0000100 [#E320F000 E3Z20F002 HE_EER.E
EANSD:0:0000108 | EAFFFFFD E320F000
EANSD:0:0000110 | E320F002 EAFFFFFD
EAMSD:0O:0000118 E3Z20F000 E3Z0F0O0Z

4 5

cXxgwnoTm
aTMaTmT
[ [ 7™
wmpm nm
L L= Pt
oTmmoT
[ mm[

M o mgpm
FRRETT] S
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TrustZone And CPU Modes In TRACE32

= Mapping of access classes for memory accesses

= Combinations: e.g.
= ZUT:
= Secure zone, user mode, thumb code
= ANSD:
= Non-secure zone, supervisor mode, data, physical address
= EAHR:
= Dual-port access to physical hypervisor arm code — BUT:
= Note: “H” not visible at bus with “E”,
= Note: MMU/caching issues with “E”
= (C:"CPU” access = current CPU mode access
= Several others, not mentioned here (e.g. coprocessor access)
= See debugger _arm.pdf, chapter “Access Classes”
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TrustZone And CPU Modes In TRACE32

= MMU mapping of zones and access classes

28 BubAbALLList MonSecPageTable EI@
| -— " address physical sec | d | size perHissions
Non-secure zone (N:) ,'
N:01400000--01407FFF | I1:00:01400000--01407FFF | ns 00001000 | P:readwrite
. N:01408000--3FFFFFFF
s MMU.IList NonSecPageTable N:40000000--40006FFF | 1:00:20000000--20006FFF | ns 00001000 | P:readyrite [
N 4000700
ﬁmggggg 8 BuMMU List IntermedPageTable =] =[]
- : dd h 1 d
u WU . LlSt IntermedPageTable N:FCo000g I:DD:DDDSDDES??DHFFFFF Bhyslce =EE 2128 Reriisslons AI
I1:00:01400000--01407FFF | A:00:01400000--01407FFF | ns 00001000 | read/write
. T:00:01408000--1FFFFFFF y
. I:00:20000000--20006FFF | A:00:81000000--81006FFF 00001000 it
n HyperVIsor (H_) T-00-20007000--%EEEEEEE "s reaasurite
$2 BubMU List HypPageTable = read/urite | 1
¥pFag
o diwrite
m MMU.IList H Pa eTable address physical sec | d | size permissions | | "%
yp g H:00000000--3FFFFFFF + |readfwrite
H:40000000--40005FFF | &H:=00:83080000--83085FFF | ns 00001000 | Prreadwrite
. H:40006000--6663FFFF read/write
u Secure Zone (Z.) H:BEE40000--GGG46FFF | AH:-00:83080000--283086FFF | ns 00001000 | P:readwrite i
H:BREE4700
£2 BuMMLULList SecPageTable o= =] |
[ ] WU.LlSt SeCPageTable address physical sec | d | size permissions =
Z:00000000--3FFFFFFF A
£:40000000--40005FFF | AZ:00:84000000--24005FFF | = 00001000 | Prreadwrite
“ ” Z:40006000--6EE3FFFF
m Current CPU mOde 7 :EEE40000--6EE46FFF | AZ 100 184000000--84006FFF | s 00001000 | Prreadurite |=
£:EEE4V000--FCFFFFFF
. Z:FDO00D00--FDOOSFEF | A2 :00:85500000--85505FFF | 5 00001000 | P:readurite
™ Z:FDOOBO00--FFFFFFFF -
MMU.List PageTable ) . :

= Note: MMU. List without parameters shows fixed, manual entries!
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TrustZone And CPU Modes In TRACE32

iif BiiRegisterwview

1 - 7
Physical” addresses / access class A: Bl
S5 Ep—
. . . . R ' I _ Ri14 4do00240C R4 0
= Physical is unambiguous? No it isn't! e v
& g:}lg 400061ED é?g 40005F48 -

3

» AZSD: is different from ANUP! o

= S/U state visible on AMBA bus — distinction possible! |~
. . . . FIQ
= Zone also distinguishable on physical bus: ‘
= AN: might not “see” physical secure memory B Biegiterview SR
: . _ A oooser0 fi0 Es2rEdon
= AZ: might see different memory/peripheral than AN: |5z ™ @9 Gl ¢
. . . i R G TRO:
=  While in non-secure mode, override with AZ: f - B d0mOBiED FIL domosres -

FI( Monitor

L

= [f CPU lets us do it (secure debug enabled) o 5P
SCR noooooo4 SIF
A
i BuData.dump ANSDi0:F1001080 =N =R <= z
address 0 4 8 C 0123456789ABCDEF |
ANSO:0:F1001080 [+00000000 00000000 00000000 00000000 Geiqsssseueiiass -
ANSD:0:F1001090 | 00000000 00000000 00000000 00000000 BEEEEHENEHEEEEEY <
¥

4
1 B::Data.dump AZSD:0:F 1001080 == <=

address d 4 ] C 0123456783ABCDEF
AZSD:0:F1001080 [#FEOOFFFF 3355EEAA OFFOOFFO SS00AA00 FEREATUILILIHANU -
AZ50:0:2F1001090 | Q0000000 00000000 00000000 00000000 HEHuEueeiuey -

4

Permitted
Mot allowed
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TrustZone And CPU Modes In TRACE32

= Run-Time access class E:

= E.g. SYStem.MemAccess DAP
= DAP-Access to ARM internal bus (APB/AHB/AXI)

= Caution: Cache invisible!
= With write-back cache, you'll see old/invalid data!

= MMU Translation with debugger may not be possible!

= E.g. SYStem.CpuAccess Enable
= Debugger stops CPU shortly to read data

[ | - - | i |
Caution: heavy run-time impact! e s e
address 1] 4 0123457 |

EANSD 00000100 ESZ0F000 E320F002 Y5 _535-%

EANSD 00000108 | EAFFFFFD E3Z0F000 GEF

EANSD:0:0000110 | E3Z20F00Z2 EAFFFFFD £%

EANSD:0:0000118 | E320F000 E320F002 Y

4

1 [m] »

E HF
A Uo
EFF
SOF
ESF
EXL

F
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TrustZone And CPU Modes In TRACE32

= Memory visibility with zones

= Depending on CPU hardware implementation,
secure zone may be inaccessible!
(Secure debug disabled)

= Depending on CPU mode,
some memory may be invisible in non-secure zone!
See slide about physical access (AN:/AZ: difference)

LAUTERBACH/ A
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Agenda

= TrustZone And CPU Modes In TRACE32
» Default Behavior Of The Debugger

= Special TrustZone Support

= Debugging Through The Zones

= QOutlook To Multiple Guests
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Default Behavior Of The Debugger
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= Symbols are independent of the CPU mode and TrustZone

List window always shows code
matching to symbol address,
regardless of zone / access class

Debugger accesses variables

with the current CPU mode

Symbols are only divided
in P: and D: (see sYmbol.List)

Access class override
IS possible!

N3D: DE}DDZBZCJ+DE}DD210C T

= Bulist sieve EIIEI
PlSep| M Over | (AaDiee ¢FRm @ Up | P Go | 1N Break | 1% Mode| o
addr/11ine |code lahel mnemonic I
static 1nt stevelvold) 7= A
737 |1
MSR:00001D50 |[E9ZD0OE70 =sieve: push {rd-ré,rll}
N5SE : 00001054 E_E
MSR:00001D58||E2 _=E' BuLict Zocieve EI\EI
L4
bl Step | M Over Ayl « Rewn| @ Up | B Go | I Besk % Mode | &
addr/Tine |[code label mnemonic |
static int s1evelvoild) 7= A
737 4
B! B:Data.dump count | = | = ZSR:00001D50 [E92D0870 sieve: push [rd-r6,ri1}
address 0 0127 Z5R:00001D54 | [E2EDEODC add rll,rl3,#0x0C
g ZSR:00001D58|[E2400D005 zub rl3,rl3,#0x8 W
NSD:00002B30 | 00002068 huf% < >

2 BusYmbol.List

(= [8 /]

addres= path'symbol type i
P :0000200C--0000200F [\h\s1eve_arm\Global'__aeabi_idiwvD N
P : 0000200C--0000200F [A\\s1eve_arm'\Global__aeabi_ldiwvD
D:00002010--00002020 M\\s1eve_arm\Global'cstrl (char [17])
D: 00002068 [Y\sieve_arm\Global'_dynsym_start |(char [07)
D:00002068 [Y\sieve_arm\Global’_rel_dyn_end (char [0]) W
L4 >
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Default Behavior Of The Debugger

= Breakpoints are independent of the CPU mode and TrustZone

=  Software breakpoints are written to the code with current CPU mode
= Onchip breakpoints react regardless of current CPU mode

0 B:Break List = |[-E-] S
3% Dekete Al O Dissbe Al @ Eabe Al @ Init | 2 1mpl... | E2store... T2 Load... | EiSet...
address types impl |

ONCHIP
S0FT

main

MR : 00001050 [Program =jeve

ZR:DDDDI??DﬂPr‘Dgr‘am

= CAUTION:

= Each zone (non-secure, secure, hypervisor) has an own MMU translation!
= [f the translation is different for each zone, symbols may not match!

=  Software breakpoints may be set into wrong code!

=  Onchip breakpoints may halt where not desired

LauTeRBACH
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Agenda

= TrustZone And CPU Modes In TRACE32
= Default Behavior Of The Debugger

» Special TrustZone Support

= Debugging Through The Zones

= QOutlook To Multiple Guests
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Special TrustZone Support

= Support of TrustZones with so called “Zone Spaces”

SYStem.Option ZoneSpaces ON

= Symbols are mapped to a specific zone (N: / H: / Z:)

E.g.. Data.LOAD.E1f symbols.elf H:0

sYmbol .name 1 Bus¥mbol.name T32_DCC_SIMPLE_SEND =
h b I TTRoR : EatQ symbo | ‘Eyped — address [
Ypdemo_ram_arm_yw7/ W E32dcc T32_DCC_SIMPLE_SEND Yo HP :40001434--40001488 .
S OWS Sym O S K:":\Secgredemn_pic_arm&tSEﬂccE T32_DCC_SIMPLE_SEMD Evnig H% ‘ ZP:4000253C--400025E3
rtosdemo_pic_army7ait32dec T32_DCC_SIMPLE_SEND Yol WP :400045E0--40004657 -
mapped to zones ; .
. : =i Bulist Whypdemo_ram_arm w734 T32_DCC_SIMPLE_SEMD o= 5]
Lls t WIndOW matCheS Only Source [ M Step ][ » Over ][J,. DivergE” JF!etum][ ¢ Up ][ B Go ][ 1 Break][ % Mode ]
. ddr/ 14 d labe]l i
code loaded to appropriate zone A TTI0r S TP SaD ok pﬂﬂigiﬂﬁcg } ™y
HR:40001434 |ESZDEO04 T32_DCC_SIMPLE_SEND: ~ pus ri1
HR:40001438 |EZ20E0O0 dd 11,113, #0x0
Accessing SymbOIS/VariableS HR:4000143C |E240D014 guh ;13#13,#0:14]
HR:40001440 |ESOEOO010 t 0,0r 11, #-0x10
. R 2 int data = 0; - ' ' ‘
automatlca”y uses approprlate zone HR: 40001444 [F2403000 maw r3,H0x0 r -
G BiVarWiew state = B> |

= [Z0:0x40002A58] state = Ox40002C38 — (.
® (B3, 241, 202, 161D,

@104, 31, 172, 92,
® (18, 14, 202, 48],
@117, 134, 225, 16720

Accessing symbols or addresses uses
appropriate MMU decoding

4
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Special TrustZone Support

= Breakpoints are “zone aware”
= Software breakpoints set on symbols are automatically
set in correct code
=  Software breakpoints on addresses follow the access class
= Onchip breakpoints react in specified zone/access class only

8 B::Break.List E=nEcl ==
[K Delete .ﬁ.II][{:} Disable AI”@ Enable .ﬁ.ll][ @ | ik ]@Impl ]l Eg Stare... ” E Load. .. | ﬁ
address tvpes ip 1 |
MR : 41003200 |Program ONCHIP MR :0x<41003200 a
ZR:4000253C [Program  |OMCHIP Vhsecuredemo_pic_armiE32doc\T32_0CC_SIMPLE_SEND
HR:<40001434 |Program  |[SOFT “whypdemo_ram_arm_w?\t32dcc\T32_DCC_SIMPLE_SEND -
4 F
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= Special TrustZone Support
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= Demo hardware —

= TRACE32 PowerDebug PRO +
PowerTrace PX +

Debug Cable Cortex-A/R +
ETM Preprocessor

= Renesas Lager Board

= CPU: R-CarH2 (Quad Cortex-A15,
Quad Cortex-A7)

) (R

T

¥

LauTeRBACH
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Debugging Through The Zones

= Demo application running on Cortex-A7

8] B::TERM

: Hello from Monsecure
: Hello from Hyperwisor
: Hello from MonSecure
: Hello from Hyperwisor
: Hello from Secure

: Hello from MonSecure
: Hello from Hyperyisor
: Hello from Secure

: Hello from MonSecure
: Hello from Hyperwisor
: Hello from Secure

= small hand-written monitor for switching
secure/non-secure

= MMU mapping:
Z:0x40001200--0x400012ff AZ:0x84001200

= small hand-written hypervisor

= MMU mapping: H: 0x40001100--0x40001fff AH:0x83081000
= Decryption (AES) demo in secure mode

= MMU mapping: Z2:0x40001300--0x40002fff AZ:0x84001300
= FreeRTOS running in non-secure mode

= MMU mapping:
N:0x40001000--0x40006fff I:0x20001000 AN:0x81001000

= FreeRTOS Awareness set to work on non-secure mode only
TASK.ACCESS N:

[EN NN TR N T N R o I |

LAUTERBACH/ A



= Demo application running on Cortex-A7

= Qverlapping virtual addresses in all three zones!
MMU tables are set up to map each zone to a different physical address

Rudi Dienstbeck = June 07, 2016

:FDOORODD--FFFFFFFF

4 I

I

LAUTERBACHIA

DEVELOPMENT TOOLS

£3 ButMLLList MonSecPageTable EI@ 3 BuMMULList IntermedPageTable EI@
address physical sec size permissions ' — DDDSSSESSSDHFFFFF physical S8 s1z8 permissions |
N:O0000000--013FFFFF - :00: -
N:01400000--01407FFF | T:00:01400000--01407FFF | ns 00001000 | P:readwrite 1:00:01400000-"01407FFF | A:00:01400000—-01407FFF | ns 00001000 | read/write
N:01408000--3FFFFFFF 100: — .
N:<0000000--40006FFF | I:00:20000000--20006FFF | ns LU e %gggggggggggEEEE;E; £:00:81000000--8100EFFF | ns 00001000 | read/write
N:40007000--FOFFFFFF 3 i - .00 - - ;
N:F1000000--F1007FFF | 1:00:F1000000--F1007FFF | ns 00001000 | P:readurite LioD:auononnn-TanonIEEr | A:00:82008000--B2009FFF | ns 00001000 | read/write |
N:F1008000--FEFFFFFF e - .00 - e |
N:FCO00000--FCOOMFFF | 1:00:40000000--40001FFF | ns 00001000 | Pireadwrite = || ino:ACIRO0C0-"ANMBITEE| A:00:ADIN0000--ADTEIFEF | ns 00001000 | read/write
< m ' I1:00:A0200000--A0263FFF | A:00:A0200000--A02E3FFF | ns 00001000 | read/write
I:00:A0264000--FOFFFFFF y
f I1:00:F1000000--F1007FFF | A:00:F1000000--F1007FFF | ns 00001000 | read/write
$3 B:MMU.List HypPageTable == |5 | | 1:00:F1008000--FFFFFFFF -
address physical sec Size permissions || J‘ i "
H:O0n00000--3FFFFFEE ~
H:40000000--40005FFF | AH:00:83080000--83085FFF | ns 00001000 | P:readwrite
H:40006000--6EE3FFFF
H:EEE40000--6EE46FFF | AH:00:83080000--83086FFF | ns 00001000 | P:readwrite
H:EE647000--FFFFFFFF -
Fi T 3
&4 BiMMU List SecPageTable = ch
address physical seg size permissions |
Z:00000000--3FFFFFFF ~
Z:40000000--40005FFF | AZ:00:84000000--84005FFF | = 00001000 | P:readwrite
Z 1 40006000--EEE3FFFF
Z :GER40000--66E46FFF | AZ:00:84000000--84006FFF | s 00001000 | Prreadwrite |2
Z:6E647000--FCFFFFFF
Z :FDO00O00--FOONSFFF | AZ:00:85500000--85505FFF | s 00001000 | P:readwrite
Z
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Debugging Through The Zones

= Accessing symbols

= Different set of symbols for each zone } BsYmbol Browse oo e

: “ g1 W (] [3] Tyee:
= E.g.: each zone has its own "main sywbo] Eype address l

aes P
freertos
b -
4 [Bulist Wreertostimain (= o e I i G
[ M Step][ [ 3 Dver][ A ][qf Hetuln][ ¢ Up ][ b Go ][ 1] Break][[‘;o._i Mode]
addr/1ine |code label |mnemonic commen . _ b
208 |int main) { - 2 Bus¥mbol.name main EI@
NSR:40001E38 |E9204810 main: push frd,r11,r14} path [symbol type address |
22238381535 Eggggggﬁ Z‘SE H;,Hg,ﬁg:?“ ihvihypdemo’, [main Lint 7] HP :4000135C--4000136F -
NSR:40001E44 |ES3F415C dr re,0x40001FAs x\f\\aei\sscgregemu}\ nan EmE E%% 552883123312383];385 i
NSR:40001E48 EDBF4D?4)I add re.po.rd Feertoshriasdemos,  (main n :
210 | Init(); 1 »
NSR:40001E4C |EEFFFDEC S/ BuList Wiimain [r=] = 3]
‘ L [ Ml Step |[ M Over|[ A [ Rewn| @ Up |[ B Go |[ 1N Break|[ % Mode
addrs1ine [code label |mhemonic COmmen

-

31 |dint wadni) |
HR:4000135C [ES2DBED04  main: push ir1:

HR 40001360 [E22DEOOO add r11,r13, #0x0
39 azm volatile(™ =
HR:40001364 |E1200070 = Bulist Viaesthmain == | =]
L | L 3
[ M sten][ # Over|[ A [ Fewm[ @ Up [ » Go [ 1N Break)[ ¥ Mode] 5]
addr/1ine |code label |mnemonic commen
int wain(int arge, char* argv[]) I
25
ZSR:40001680 |E9204800 main: push rit,r143
Z5R 40001684 [E2EDEOO04 add F11.r13, 8044
Z5R:40001688 [E24DDO10 sub r13, r13, 80010
Z5R:4000168C [ESOEOO10 str ro,[r11,#-0x10]
Z5R 40001690 [ESCOE1O014 str r1, 011, #-0114]

26 int counter = "1°;
ZSR:400016594 |E3AD3021 may r3, H0x3 7

4 L} I
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Debugging Through The Zones

= Accessing symbols

= Variables automatically point to the correct zone
G BiharWiew 2eLocation flags Roundkey El@

= [MD:0x40005F94] flags = €1, 1, 1. 0, 1, 1, 0, 1, .
@ [FD:0=4000245C] Roundkey = (43, 126, 21, 22, 40,

4 I

= Different code and different source for each zone

=4 BuList N:0x40001400 == G |
[ M Step ][ B Ower ][.A. Diverge][ JHeturn][ ¢ Up — .
addr/1ine |code 1abel mnemanic =7 Bulist H: 040001400 E\@ |
430 HOVS FC, LR [ M Ste ][ W Ower ][.J,.Diver ][ & Fet ][ ¢
NSR:40001400 |[E1E0FO0E Movs < e L= Eum = s
B addr/Tine |code labe] mnemoni| = BulistZ:0x40001400 E\@
L toh hef it FR:40007400 [E25300712 cmp - i
=witeo _b?*ogegzrﬁex{ crtich s HR 40001404 |0A000004 beq [ M Step ][ : B Over ][.J,. Dwerge][ qu!etum][ C Up ][ b Go ][ 11 Bieak ][ | Mode ]
Flag. */ HR:40009402 |E2520012 chp addr/1ine |code labe] mnemonic cotent I
485 MOY r0, #0| | ARCAOCOIANC (oeoooond beq zsr-:-4unn14gg 1AFFE?ES tutt b 0x400013EC 1
NSR:40001404 |E3400000 switch_b.imov ro| | HR:40001410 (E3530001 <tip : e ne "
HR :40001414  (0AaD00000 beq init_done:
486 STR rl, [r default
W5R-40001408 |E7S90001 str i eLault: .
J‘ T i hreal; gomalin:
. e 94 ldr  r3, .MAIN
Z5R:40001404 |ESSF30BD  gomain: Tdr ra,0x4000148C
9k add r3, rT
F5R 40001408 |EOS33007 add ra, 3T -
4 e [3
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Debugging Through The Zones

= Breakpoints can be set in any zone

W BBreak.List =3 ESR|
[R Delete F\II][{:} Dizable AI”@ Enable .ﬁ.ll][ &3 Init ][ &Impl ] Stare... || 52 Load... ﬂ
address types impl
HR :400010F0 [Program SOFT wamcCryptoh4 A
ZR:400016A2 [Program SOFT “aeshsecuredemomain'g
HR :4000138C [Program SOFT TRACE3Z_HYP_Handler ¥
4 2

= List.auto and Register windows follow current zone

i "

8 E:Break List | = || = || &2 | | {8 B:Register fSpotlight | = || @ || &2 |
i i 3] =] Ei W _ RO Rg 08080808 .
[K DeleteAII][{:} Dlsahle.ﬂ\li[@ Enable.ﬁ.ll][l & It ][ &Impl_“ ] Stare... Load... Set... ° 7o [ RY
address types ip | 1110 C R2Z  pndd RI0 10101010
MR :40001DFD [[Program SOFT wasmcCryptoh4 » " R 0 Rl 0002008
ZR:400016A8 (Program SOFT “haeshsecuredemonain\g 0C R4 40002850 F17  psssd
HR :4000138C F'ngram SOFT THF'.CEBE_H'\"F'_HEIHE”EI’ > - RS w R13 mjm E
1 b 0 _ RE  OBDBOGOE FRi4  4000AGAE
12 R pssssd PC ADDODIGAR
i 2 _ SPSRE BOOO0OOAE  CPSR GOOQOADS
=i Bulist.auto IEI-@ 3 _
4 5R: FIQ:
[ M Step || M Over || AyDiverge|| ¢ Retum | ¢ Up | o || M Break || PEMode ]. T RE n@om0e0m RSQ i
addr/1ine code label mhemonic comment R @ RS 0
Z5R 40001644 |EEFFFFAY b 0400015448 - L I FR10 10101010 R10 a
N | T32_DCC_SIMPLE_SEND( fcounter); FE FI1 40002008 F11 0
SR:400016&5. JE24B2000 sub F3, 011, #050C 3 or3Lrll, 12 R12 sl R12 0
Z5R 1400016AC |ETADODOZ cpy roL,r3 T _ FR13 40005840 FR13 EBZFE0OO
Z5R 1400016B0 |EBOOOEAT b1 0x40002530C I _ R14 40001384 FR14 0
32 counter++; SMC SPSR 10
Z5R 140001664 |ES1BZ00C Tdr ra,ir11, #-0x0C1 s8C
Z5R 140001668 |E2533001 add F3,r3, H0R1 SWC: IRQ:
Z5R1400016BC |ESOBEZ00C str ra,lr1t1, #-0x0C1 & A R13 40002CE8 FR13  40003F48
33J if (counter > ‘9’ counter = ‘0°; = |[E _ F14 40004648 FR14 40002318 -
4 1L} 2 a4 L1} I
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Debugging Through The Zones
= Stepping through the mode changes

= \We start in non-secure zone

[B:List] EI@ {5k BuRegister /Spotlight EI@

[ M Step ][ B Over ]MDiverge][ + Retumn ][ ¢ Up ][ p Go ][ 11 Ereak ][ Y| Mode ]@ Find: 7 E? 4DDD4CEE Eg gggg?ggg &
addr/line |code label tmremanic comment | ¢ RZ  Fi002004 R10 10101010

z01 if Tcounter > "077 counter = "07; - R3 0 R11 400058F4 |-

NS :40001E08 [ES1B3008 1dr r3,0r11, #0181 04040404 R1Z 12121212 |5

HSR :40001E0C
HSR :40001E10
HSR:40001E14
HSR :40001E18

E353003% CHip r3,#0x39
bADDOO01 ble Ox40001E1C
E3AD3030 Moy r3,#0x30
ESOE3008 str r3,[r11,#-0x8]

RS 05050505 RT3 400058E0
RE  OBOBOBDE R14 40001E2C
R7 07070707 PC 40001E2C
SPSR CPSRE BODOOO1TF

T Ny e Rl Y =
]
r

202 T3Z_DCC_SIMPLE_SEND(": %x1B[3ZmHello from NonSecure
MSR:40001E1C |ESSF3010 Tdr r3,0:40001E34 Usk: FIQ:
:40001E20 [EC2F3003 add ra,po,rd RE 08080808 RE a
140001E24 [E1ADOO0O3 opy ro,r3 RS9 40001030 R9 a
m . 000s9e: b1 Ox400045E0 0 R10 10101010 R0 1]
SHC_CRYFT_CALLL ) ; F_ R11 400058F4 R11 a
EEEDAF bl Ox400014F0 5 SMC_CRYPT_CALL R12 12121212 R12 1]
H — 13 400058E0 R13  EBZYE0OOOD
Lo FFFFEC b 0:<40001DES T _ 4 40001E2C R4 1]
oooz2oen ded 0x2DED Sys SPSR 10
- nsec o
i 3 F m v

= Non-secure executes “smc #0”

[BuList] =2[E=R= {0 BiRegister fSpotlight | = || & |5
5 3 y M _ RO [ 0a0s0308
[ MStep || e Over |[uAuDiverge][ o Retun [ @ Up |[ Go [ NN EBreak | MEMode |6 Find 7% A1 GOODOOMF R 40001030
addr/1ine |code label MhEmonic comment | C ¢ RZ F1002004 RY0 10101010
~globl GHC_CRYPT_CALL ~ Y _ A3 0 R11 400058F4 |
0 Z R4 04040404 RiZ 12121212 |
owCr sp, D mms e
5 push {r0-riZ,rid} -
NSR:400014F0 |E920SFFF  SMC_CRVPL.:push  fr0-r12,ri4} TN L LU TR O
@ e % _ SPSR CPSE BOOO0OTF
W5R :400014F4 |[[E10FOOO0 mrs ri,cpsr L 4 = Usk: FI
. 7 nrs rl,spsr r T R2 09030808 FA 0
NSR:400014F8 ||E14F 1000 mrs r1,spsr 29 40001030 RA 0
g8 push trl-ri} T _ R10 10101010 R10 i
NSR:400014FC ||E9200003 push fro-r1t F T R11 400058F4 Fi1 0
9 mov v, $0x1 R12 12121212 R12 0
M5R 40001500 J(E=ADO001 Moy ri, #0s1 T _ R13 40005880 FR13 EB2FEONON
10 anc #0 7 _ Ri4 40001E30 Ri4 0
| MSF:40001504 |F 1600070 shC #0x0 sys SPSR 10
11 pop ir0-ri} nsec 2
NSR:40001508 |ESEDDO0Z pop fro-r1} - p i v
J ¢
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Debugging Through The Zones
= Stepping through the mode changes

= Single step into hypervisor (set TrOnchip . HENTRY ON)

[B:List] EI@ {5k BuRegister /Spotlight EI@
[ M Step ][ B Over ]MDiverge][ + Retumn ][ ¢ Up ][ p Go ][ 11 Ereak ][ Y| Mode ]@ Find: g 7 E? 5000001; Eg ﬂggggggg o
addr/Tine |code label tmremanic comment | - ¢ R?  Fi002004 10101010
I.sec:tion Lizr_vector,"ax" - [ R3 0 R11  400058F4 |_
izr_vector_baze: 0 _ R4 04040404 R1Z 12121212 |7
203 b _start /* Reset */ RS 05050505 R13 40004600
HR:40001100 |EA000002  __isr_ba.:h 040001128 0 _ RE  DBDBOBOE R14 40001E30
HRedoooti0d [erooooar > U panmnizio 2T & EEEEEE?E 6 Wﬁww;ﬁﬁ
5 £ 2 _ SPSR CPsR
208 b _hanyg /* SWI  */ 3 _
HR:40001108 |EA0OOO40 b 0x40001210 4 _ USR: FIQ:
208 h ang /% Phbort */ RE 08080808 RE 0
HR:4000110C |EAOOOOZF b 0x40001210 A9 40001030 R9 0
i 207 b _hang /% Dihort */ I @ R10 10101010 R0 1]
A00003E b 0x40001210 F_ R11 400058F4 R11 1]
ldr pc, .HYP_Handler /+ Hyp */ Rz 12121212 Rz 1]
SEFO04 1dr pc,0x40001120 ; pc,=TRACE32_HYP_Hand G 400058A0 RT3 E8ZYE0OOOD
20 b _hany /% IRQ * T _ 4 40001E30 Ri4 1]
il (1 (10101 2 b 0x40001210 SPSR 10
210 b _hang /* FIW  */ i nsec 57
4 M 3 rl 1 3
= Debug hypervisor until switch to monitor
[BList] =5[E=R {0 BiRegister fSpotlight | = || & |5
- M _ RO 400014AC RO 08080808 .
[ PlStep |[ M Over ]@ Diveige|[ ¢/ Retum || ¢ Up || » Go | 00 Break || P%Mode ]@ Firud: > % 1 400061E0 RO 400010730
addr/11ine |code label mnemonic comment i c LRz 32 10101010
AR:40007410 [E2050007 <ip R . Yoo 0D essdd RO 40001684 |
HR:40001414 (04000000 beg 0x4000141¢ - G4 D4D4D404 R1Z 12121212
cior sl an RS 05050505 R13 40001678
c L g L e
HR:40001418 |EADOODODE b 0=4000142¢ -
case Oxl: // WFI/WFE % _ SPSR BOOOOOMF  CPSRE GO0O0134
caze Ox1Z: // HVC 4~ Usk: FIO:
HR'4UDD14?E EAFFFFFE Whllg(l); 1] T A8 00080808 8 o
8 HADODT41C RS 40001030 3 0
breaks T R0 1001010 R0 0
case Ox13: /4 SMC F_ R11 40001684 Fi1 0
59 Handle_SMC (nHypSymdraone) ; R1Z 12121212 R12 i
i [ES1E000E Tdr r0,[r11,#-0x8] T _ Ri3 400058A0 F13 EG2Z7EO00
HR:40001424 [EEFFFFDT bl 0:40001370 T _ R14 400013F0 R4 0
a0 hrealk; hyp SPSR 10
HR:40001428 [E1a00000 naop
3
T
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Debugging Through The Zones
= Stepping through the mode changes

= Hypervisor executes “smc #0”

[B:List] EI@ {5k BuRegister /Spotlight EI@
P NOT o M _ RO [ oe0s0s0s .
[ M Step ][ E Over ]MDlverge][ + Retumn ][ C Up ][ » Go ][ Il Ereak ][ | Mode ]@ Find: c 7 oa EODDODTE P2 40001030
addr/Tine |code label tremanic comment | cc Rz 32 R10 10101010
- & R3 13 R11 40001674 |
Handle SMC_CRYFTO_ASM: 0 R4 04040404 R1Z 12121212 |7
25 push {r0-ri2,rld} RS 05050505 R13 40001628
HR:400012F8 |ES2D5FFF Handle_S.:push fro-r12,r141 0 _ RE  OBDBOGOE R14 40001384
26 nrs rl,cpsr 1 _ A7 07070707 PC 40004308
HR :400012FC ([E10FOO00 mrs ri,cpsr 2 _ SPSE BOOOODOMF  CPSE BOO0O13&
27 wrs rl,spsr 3 _
HR : 40001300 ||E14F 1000 mrs ri,spsr 4 _  USR: FIqQ:
28 push {r0-ri} RS 08080808 RS 0
HR :40001304 |(E9200003 push iro-r1i RS 40001030 RS9 0
28 mov i, #0=1 I I FR10 10101010 R0 1]
HR :40001308 |(E=3A00001 Moy ro,#oxt = F 11 40001674 R11 0
30 amc 0 R12 12121212 R12 1]
| HR:4000130C |F 1600070 siic #0:0 T _ R13 40005860 A13 EB27E000
31 pop irl-ri} T _ R14 40001384 R4 1]
HR :40001310  |ESBDOODS pap fro-ri1} by p SPSR 10
3z msr spsr,rl i nsec k%
J 4 m 3 4 m 3

=  Step into monitor mode (note: “nsec” not valid due to monitor mode)

240001218
35

b _hang
Ea000002
_hang  A#

B

Ox40001228

itis =~
[ Ml Step |[ M Over ]& Diverge ||« Retum || @ Up | B Go | 00 Break || F%Mode ]@ Find:
addr/1line |code labe] MhEmanic comment |
.zection .izr_wvector,"ax" -
isr_vector_base:
28 b _start /* Reset */
ZSR:40001200 |EADOOO0E  __isr_ba.:h 0x40001228
20 b _hang /* Undef +/
SR AIUT 04 000oo? 0x40001228
30 ldr pc, . MOW_Handler /+ SWI =+
SFEO10 ldr pe, 0x40001220
31 b _hang /* Phhort */
bl AO00005 b 0x40001228
a2 b _hang /% Dhhort */
Z5R 40001210 (EAQOOOO4 h 040001228 L
33 b _hang /* Hyp */ T
Z5R 40001214 |EADOOOOS b 0x40001228
34 /* IRD */

z
C

N R Y N

R3 13
R 04040404
RS 05050505
G DBOBOBOG
A7 07070707

E0000134

0a0a0a0a
40001030
10101010
40001674
12121212

40005840
40001384

R0 10101010
R11 40001674

R4 gO004340

Riz2 12121212
400012F

4
4000120
BO0O0O1D

1]
1]
1]
R11 1]
1]
R13  E&27EOO0
1]

SPSR 10

{5} BuRegister fSpotlight EI@
RO 1 RE 0g0e0s0e .
Rl BO0O0001F RS9 40001030
2 32
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Debugging Through The Zones
= Stepping through the mode changes

=  Monitor sets up secure mode and executes “rfe”

[B::List] EI@ {5k BuRegister /Spotlight EI-@
[ M Step ][ B Over ]M Diverge][ + Retun ][ ¢ Up ][ » Go ][ 11 Break ][ 1% Mode ]@ Find: g - E? m :g ﬂgggﬁlggg
addr/T1ine |code label mnemanic comment i R 32 R10 10101010
18 b 2f - v _ R3 13 A1 40001674 |
Z5R:40001254 [EAFFFFFF 1] Ox40001258 0 _ R4 04040404 R1Z 12121212 |F
19 ||12: eor rl,r0, #1 RS 05050505 R17 40004200
Z5R 40001258 (E2200001 ro,ro,#0x1 0 _ RE  OROBOBOE R4 40001310
20 mer plh,0x0, r'D c:1 cl,0x0 1 _ RY 07070707 PO
ZSR:4000125C ([EEDTOF11 or p15 Ox0,r0,c1,c1,0=0 2 _  SPSE BOOODO13A CPSE 20000106
21 pop {rld, rl} 3 _
Z5R 140001260 |[ESEDOOOZ pap tro-r1} 4 _  USR FIQ
22 mar sp_aveo,rl = Re 08080808 RS 0
Z5R 140001264 |[E123F300 msr sp_svc,ri RS 40001030 RS9 0
i} pop ir0,ri} I I FR10 10101010 R0 1]
Z5R 140001268 BOOOO3 pop fro-r1} FF R11 40001674 R11 1]
rfeia ri13! R12 12121212 R12 1]
EDOADD rfe ri3! == &1- 40003840 R13 EBZ7E0OO0O0
A3CYFI __exidy_.isvovs O0xA3C7FI T _ 440001384 R4 1]
- AFCESF vstrlt  d12,0x400013F8 mar SPSR 10
140001278 |3DAE17FA stcls p?. o1, [r14, #0=3E8]1 - T - =
1 [ (T - r « m v
= St t
ep INtO secure zone
Bulist =5[E=R {0 B:Register (SpotLight El-@
N _ RO 1 [0 (0BOBOA0A
[ PlStep |[ M Over ]@ Diverge || ¢ Retun |[ ¢ Up |[ »Go || 10 Bresk || P Mode ]@ Find: @ R1  GOODOOTF R9 40001030
addr/Tine [code Tabel mhemonic comment C 32 R100 10101010
ZSPr4000155C [E1500070 dcd TRETE00070 - Vo R3 13 R11 40001674 |
word 0xELADOOTO o _ R4 04040404 R12 12121212 |7
Tm) BERGE B
| Z5R:40001560. | fn0000z pop {ro-r1} - 400USELS
12 nsr spsr,rl 1o RY 07070707 PC o 40004560
ZSR:40001564 [gfEaFnni msr spsr,ri 2 - SPSR GOODODMR CPSF ERONOIDA
s RN st o« + - sk F1e
: psr.ro RS 03080808 Rs 0
14 pop_x0-r12,r14) RS 40001030 3 0
EST-40015E. M pop {ro-r1z,r14} T T R t0dDiotn Ri0 0
15
Z5R:40001570 E12FFF1E b ri4 FE :1; jg?g}gig ;1; g
#include <1nttypes hi £ — 3 40005880 R13 EBZ7EOD0
finclude "aess. T _ 4 40001384 R4 1]
1SWC SPSR 10
extern void SMC_CRYPT_RETURM(); SEC %
extern void T32_DCC_SIMFLE SEND() B % ¢ [l m = 3
J( m
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Debugging Through The Zones
= Stepping through the mode changes

= Debug secure zone until switch to monitor

[B:List] EI@ {5k BuRegister /Spotlight EI@
[ M Step ][ B Over ]MDiverge][ + Fetum ][ ¢ Up ][ b Go ][ 11 Break ][ ¥ Mode ]@ Find: g 7 E? QE Eg UHUHUHUE &
addr/1ine |code label mhemonic comment | cc Rz 40 R10 10101010
26 int counter = 173 - & R3 0 Ri11  4000200C |
Z5R 40001694 |E3A03031 Moy r3,#0x31 0 _ R4 40002850 R1Z 1|3
ZSR:40001698 [ESOBE300C str ra, [ri1, #-0x00] RS 40002450 R13 40002CF8
27 int wode = 03 0 _ RE  OBOBOEOE R14 40002A5C
Z5R :4000163C  [E3ADZ000 Moy ra, #ix0 1_ R? 0 PC 40004644
ZSR:400016A0 [ESOE300S str r3,[r11, #-0x8] 2 _ SPSR BOODDOTF  CPSR GO00O01D3
while(1} 3 _
{ 4 _ USR: FIQ
30 SHC_CRYPT_RETURH( ) ; RE 08080808 RE 1]
| ZSR:400016#4. |FRFFFFA7 bl 0x40001548 ; SMC_CRYPT_RETURN E L 0 R 0
T32_DCC_SIMPLE_SEND( &oounter) ; I I FR10 10101010 R0 1]
Z5R 140001648  [E24B3000 sub ra.ri1, #0x00 FF R11 4000200C R11 0
Z5R :40001BAC  (E1ADOOOZ cpy ro,r3 R12 1 Ri12 0
Z5R 40001680 (EBOOOZAT b1 0x4000253C T _ R13 400058A0 R13  EBZ7E000
32 counter++; T _ R14 40001384 R4 0
Z5R :400016B4 [ESTEZ00C Tdr ra3, [r11,#-020C] S SPSR 10
Z5R 140001688 [E2833001 add r3,ra, #0x1 - i=t=1 =
J ] I b « I b
= S tes “smc #0”
ecure executes smc
[BriList] =R [E=R = {5} BuRegister Spotlight | = || & |5
- ] N _ B0 msssssd [0 0BOBOBODE .
[ MiStep |[ W Over |[AdDiverge|[ « Retum |[ @ Up || B Go [ 00Break |[ BEMode ]@ Find: 7 7 RB1 BOOOOOTE RO 0
addr/1ine |code label MhEmanic comment | o CoRZ 40 R0 10101010
SHC_CEYFI_RETURN: A ' R3 0 Ri11 4000200C =
> push {r0-ri2,rid) - 0 oo ¢ 4ooozces
23000 5K EsznrsnizFrosggggﬂvp...push fri-riz,ri4; 0 Rt oeDbocas f4 onicee
ZSR:4000154C |E10FOO00 mrs r0,cpsr 1~ R7 0 ke dliillash
7 wrs rl,spar % _ SPSR BOOOOOMF  CPSE 60000103
Z5R 140001550 ||E14F 1000 mrs ri,spsr 4 = Usk: FI
: 8 push {rl-ri} ) | T A8 08080808 RO 0
ZSR 140001554 [[E9200003 push  £ro-ri} = A3 0 Fs 0
9 mov r0,#0=1
ZSR 140001558 |[E2A00001 Mo ro,H0x 1 ,I; ,I; EH 1333;3;2 SH 3
10 snc #0 R12 1 Ri2 i
E1600070 SMC BOx0 T _ R13 4000580 R13  EB2PE000
11 pop Lr0-ri} T Z Ri4 40001384 Ri4 0
Z5R 140001360 |ESEDOOOZ pop fro-r1} Sy SPSR 10
1z msr spsr,rl SeC i
Z5R 40001564 [E1E9FO01 Msr cpsr,ri Sk ] m 3
‘4
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Debugging Through The Zones
= Stepping through the mode changes

=  Step into monitor mode

[B::List] EI@ {5k BuRegister /Spotlight EI@
[ MlStep |[ B Over ]M Diverge| ¢ Retun || @ Up |[  » Go |[ NN Break |[ P Mode ]@ Find: g 7 E? BUDDDD1I1: :g UHUHUHUS =
addr/1ine |code label mnemonic comment | cc Rz 40 R10 10101010
.zection .iszr_vector,"ax" - m R3 0 R11  4000200C
isr_vector_basze: 0 R4 40002850 R12 1|3
b _start /* Reset =/ RS 40002450 R13 40004208
ZSR:40001200 |EA00000S  __isr_ba.:h 0x40001228 0 _ RE  OROROGOE R14 40004560
m o ooooﬁl;ang f* Undeg v 0%40001228 -0 D o M
- " 2 _  SPSR BOO00ADE CPSE BOOOOADE
30 ldr pc, .MON_Handler /+ GSWI =+ 3 _
EESEEDL0 1dr pc,0x40001220 4 _ USR: FIQ
31 b _hang /% Phhort */ 08080808 RE 1]
SRednO04sns 00005 1] Ox40001228 o R9 0
32 b _hang /* DAhort */ 10101010 R0 1]
Z5R 40001210 |EADOOO04 b Ox40001228 = 4000200C  R11 1]
5 b _hang /% Hyp */ b 1 Ri2 a
Z5R 40001214  (EADOOOOZ 1] Ox40001228 400058A0 R13  EBZ7E000
34 b _hany /* IRQ wf 40001384 R4 1]
ZSR:40001218 |EAOOOO0Z 1 Ox40001228 SPSR 10
b _hang /* FIF  */ - i
J ] I b I ¢

= Monitor sets up non-secure mode and executes “rfe”

[Bist] =5[E=R Niif B::RReDgisterfSputLight - \EUJH@
[ MlStep [ M Over |[JADiveige]| ¢ Retum ][ @ Up || B Go |[ 1N Break || [%|Mode |&of Find: 7 I R1 GOODDOMF RO -
addr/11ine |code lahe]l mnemonic comment | C ¢ R2 40 R700 10101010
T 7*from SECURE to NON-SECURE®/ . ¥ _ A3 0 f11 4000200C |
17 eor rl3,rl3,#0x20 2 Eg 1333%2;8 mg 1
: 12,113, #0820 400012F0
ZSR 40001225 52200020h ot eor ria,r % A N REED
7SR:40001254 [EAFFFFFF b 040001258 o oore
19 [z eor 10,00, 81 % ~ SPSR BOOODID3  CPSE BOOODTDG
7SR:40001258 [E2200001 eor r0,r0, #0x 4T sk F10
20 wer plh,0x0,r0,cl,cl,0x0 T ) 08080808 RO : i
ZSR:4000125¢ |[EE010F11 mer p15,0x0,r0,c1,c1,0x0 = R4 0 oRa H
21 pop {r0,ri} T I RI0 10101010 R0 0
Z5R 40001260 |[EEEDOOOE pop {ro-r1} FF R11 4000200C F11 0
22 ner sp_sve,rld R12 1 Ri2 0
Z5R:40001264 |[E123F300 msr sp_swe,ri sy 10 40005840 FR13  EB2FENON
pop {r0,rl} T _ W4 40001384 Rid
7sR:40001268 ||[Eeooo0s pop fro-r1} non SPSF 10
24 rfeia ri3! nsec 2
| ZSR:d0nng2sc, |FlEDnann rfe REL - « T 8
m
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= Stepping through the mode changes

= Monitor mode returns to hypervisor

ulist EI@ {5k BuRegister /Spotlight EI-@
[ M Step ][ B Over ]MDiverge][ + Fetum ][ ¢ Up ][ ][ 11 Break ][ ¥ Mode ]@ Find: g 7 E? 5000001; Eg UHUHUHUE
addr/1ine |code label mhemonic comment | cc Rz 40 R10 10101010
30 zmc #0 - & R3 0 R11 4000200C |
1600070 stc #00 0 C R4 40002450 Ri2 1|5
31 pop ir0-ri} RS 40002430 R13 40004628
ELOOD3 pap fro-ri1} 0 _ RE  O0OGOEOEOE R14 40004384
32 msr spsr,rl 1_ R? 0 PC 40004310
HR:40001314 |FIEIFO01 msr spsr,ri 2 _ SPSR GODDD0AR CPSF GOOOOJSA
k£ msr cpsr,rl 3 _
HR:40001318 |E129F000 sr cpsr,ri 4 _ USR: FIQ:
34 pop. {r-ri2, r14} 08080808 RS ]
HR:4000131C |ESEDSFF pap tri-r12,r14; o R9 0
5 hx 14 10101010 R0 1]
HR:40001320 |E12FFFIE b ri4 40002000 R11 1]
#include <inttypes.h> 1 Ri12 1]
L 40005840 R13 E827E0O0OD
¢ Read S 40001384 R4 1]
#define wrc_cplSicrn, opl, crm, op2, value) __asw__ volatile ("wrc SPSR 10
#define wrre_cplSiopl, crm, vaxluegl do {uint32_t hi, lo; __asw__ wvol * N =
J 4 T = 3 m b
- H t 111 t”
HyperV|sor executes ere
[Br:List] EI-@ {5} B:Register /SpotLight EI-@
H _ RO [ 0g0a0a0a
[ M Step ][ W Over ]@ D|verge][ + Retumn ][ ¢ Up ][ G ][ 11 Break ][ 2 Mode ]@ Find: 7 Z A1 GOODOOAE RO 40001030
addr/1ine code label Mremar i< comment E' s E% mﬂ SH lgag%g;g
15 no 2 =
HR:40001208 |F320° 010 nop K Eg gggggggg mg 12121212 |7
16 nop 40001600
HR:400012DC  [E3207000 0 - RE  DEENEOE Ri4  glldial
1 0 L
HR:400012E0 |ESEDOODF {ro-r3} 3 -
18 nsr spar_hyp,ri 4 = Usk: FIG:
HR:400012E4 ||E16E7302 msr spsr_hyp,r2 - 227 ssososs ma a
19 msr sp_sve,rl =
HR:400012E8 |[E122F201 msr sp_sw,r T TI E?D jg?g}g?g ;?U g
20 wsr elr_hyp,rl F_ A11 400058F4 FR11 0
HR:400012EC |[E12EFZ00 sr elr_hyp,r0 R1Z 12121212 R12 il
21 pop_ {r0-r12, r14} T _ R13 400058A0 R13 EG27PE0OD
HR:400012F0 |[ESEDSFF pop iro-r12,r14;3 T _ R14 R14 0
22 eret hyp SPSR 10
bl B 000, Redg|F 16000EE eret nsec i
B &2 a [ T = 3
T
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Debugging Through The Zones
= Stepping through the mode changes

= Step into non-secure mode

ulist EI@ {5k BuRegister /Spotlight EI-@
[ M Step ][ B Over ]MDiverge][ + Retumn ][ ¢ Up ][ p Go ][ 11 Ereak ][ ¥ Mode ]@ Find: M _ RO 1 rg De0s0s0s
n - == 4 Z £ R1 EOO0OO1F  R3 40001030
addr/line |code label mremanic comment | - ¢ ®R? Fi002004 R0 10101040
WSP:40001504 [ETEO0070 ded 0xE1600070 - [ R3 0 R11 400058F4 |_
word OxE1600070 0 R4 04040404 R1Z 12121212 |7
11 pop {r0-ri} RS 05050505 R12 40005840
BLUOD " pop irf-r13 0 _ RE OBDBOEOE R14 40001E30
MEr FPET, T 1 _ R7 07070707 PO 40004508
NSF = 4000150C UJEIFO01 msr spsr,r 2 Z SPsR CPSR GUDDUULE
T3 msr cpsr,rl 3 _
W5R :40001510 [E123F000 sr cpsr,ri 4 _  USR FIQ
14 pop, {r0-ri2, r14} 08090808 RE 0
W5R:40001514 |ESEDSFF pap tri-ri12,r14; 40001030 R9 0
15 hx 14 10101010 R0 1]
W5R :40001518 [E12FFFIE b ri4 400058F4  R11 0
E 12121212 R12 0
40005840 R13 E827E0OO0OD
extern void FreeRT0S_SWI_Handler (woid); 40001E30 R4 1]
extern void FreeRTOS_IR)_Handler (woid); SPSR 10
J ¢ i 3 m 3

= Return from subroutine, and we're back where we started!

[B:List] =5[E=R {0 B:Register (SpotLight El-@
W _ A0 A0004C08 R0 0G0B0a04
[ MStep |[ M Over |[\ADiveige|[ ¢ Fewn | @ Up || P Go [ N0 EBreak || B Made ]@ Find: 7 7 A1 4C RO 40001030
addr/1ine code labe]l MNEmonic comment C ¢ RZ  F1002004 R0 10101010
WSR:40001E08 |Eo 102008 Tdr ERCEEIEEE A Vo A3 0 R11 400058F4 |_
NSR:40001EQC  [E3530039 cnp 13, #0x39 0 _ R4 04040404 R1Z 12121212 |5
NSR:40001E10 |DADOOO0Y ble 0%40001E1C . Eg gggggggg SH iggg?ggg
NSR:40001E14 [E2A02020 Mo r3, nuxau -
NSR:40001E18 |ESOB3003 str r3.lri ; - E;SR 07070707 EESR %ﬁ%
202 T32_DCC_SIMFLE SEND("' \x1B[32mHello from NonSecure 5 -
NSR:40001E1C [ES3FI0T0 Tdr r3,0x40001E T F10
NSR:40001E20 [E0GFI003 add r3,pc,r3 - 22" tsososis mo a
NSR:40001E24 [E1A00003 cpy ro,r3 %5 40001030 Ra 0
NSR:40001E28 [EEO00IEC b1 0x%400045E0
T _ R0 10101010 R0 i
203 | SMC_CRYPT_CALL() ; FZ ORI 400058F4 R11 0
N5R:40001E2C JEEFFFDAF b1 UX4UUU14FU T OR1Z 12121212 RiZ 0
204 ¥ T _ R13 400058E0 RT3 EB27E000
| MSR:40001E30. [-AFFFREL b 0:40001DES - 40001E30 i
NSP:40001E34 |000020ED ded 0%2DE0
T
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Debugging Through The Zones

= Tracing the zones

= The ETM stream contains information about which zone is active

£ [BuTrace.List /Track] EI@
= TRACE32 detects the (B 5etup.. || 1 Goto. || #3Find. || AdCher || B Prcfie || BEMIPS || @ Mo || X Less |
. record [run [address cycle  |data symbol ti.bhack
zone switches and [ -
(j. r] _T trap =
- 146230 ZR 40001208 ptrace 0.109us ¥
adjusts the access L. : -
- 146229 stamp ESECATED 0.000us
Classes to the addresses - 146227 dER:4DEIEI123IJ prace 1.795us
r 4rs IELE IR
H ey, T
in the trace. ws r0.sp_suc
push fro-r13
LI p1a,0x0,r0,c1,c1,0x0
tst ro, #0011
+ heqg 040001260
l Eur r13,r13,#0x20
040001280
roear rO,r0, 01
mer p15,0:0,r0,c1,c1,0x0
pop fro-r1}
msr sp_swC, i
nap fri-r13
4 rfe ria!
- 146225 iy =Camp ESECATYZ 0.000us
- 146223 afner 40003303 0.000us
- 146211 HR : 40001310 pfrace WbalhHand Te_SMC_CRYPTO_ASM+0x18 0.886uUs
al r pop Lri-ri}
poy RS
32 mar sper,rl
msr spsr,ri -
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Debugging Through The Zones

= Tracing the zones

= Symbol time chart over zone switches

i BuTrace.Chart.sY¥rmbol EI@

[QSBtup... ][: iGroups...][ as Eunfig...][ 1 Goto... ][ 1} Goto... ][ F3Find... ][ Ak In ][h[li Elut][IEIFuII]
00s -1.800s -1.600= -1.400= -1.200= -1.000= -300.000ms -600.000ms  -400.000ms

address ik . ] | , ] , | , | , ] , ] . | I

ST = = TR TR O e nmmTmmTmmmmmmmmee
wueweConsumeHook BRI OO S CEE O EE TR T T e e e e e
wTaskSetTimeCutState JRRIT TR CCEE P E EE ER T E T e e e e e et e e e
wrasksuspendTVERHI RO T E TR T TR ECEE E I e e i
gTaskcheckFarTimeOut YRR IO 0E T P R PR RO T T EE T e e e
prvIsQueveEmp Ty RO PR R T e e e e e s e e e e e
L T T o o e R s I e
wLastInsert BRI 0O OEC P EEAEEE O E R P R TR T T e O S e e
preUnTackqueue PRI EEC0O R T CO O EECEE O EE TR TR PR T e i
sraskResumeAT TR IO PO e e e e e e e e i e e e e e e e
FreeRTOS_SWI_HandTer BHLTITEECE A0SO PR E A CHE TR T R e e e e i e i e ey i e e e e e

wTaskDe lay | #H . ) Al ) , , , . . . . . bl
wamrclrypto HH i I
T32_DCC_SIMPLE_SEND K 1 |
SMC_CRYPT_CALL kM _ ) I I
__isr_base ¥ , : N I 3
TRACEZZ _HYP_HandTerEntry k¥ I |1 3
TRACE3Z_HYP_Handler &M I I
T32_DCC_SIMPLE_SEND K | |
Hand1e_SMC 4y ) _ al [
HandTe_SMC_CRYPTO_ASM 4k ) . Rl I
SMC_CRYPT_RETUEN RH Rl I
main Kk ) ) Bl Il
T32_DCC_SIMPLE_SEND K ) . N |
decrypt &Y ) I Il
fES128_CBC_encrypt_buffer [x ) | L i
_]t m| v < m = b
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= Tracing the zones

= Statistics of recorded functions of all zones
(interrupt) = hypervisor; (unknown) = secure zone (unknown to RTOS)

Debugging Through The Zones

Rudi Dienstbeck = June 07, 2016

£ B:Trace. STATistic. TREE TASK DEFault =& |3
[&Setup... ][1 iGrnupS...][ - Eonfig...][ I} Goto.. ][ = Detailed]&fi Ne&ting][ o/ Chart ]

task tree total min M avr count intern% [1% 2% [
SieveDemo = Crootd 2.119s - 2.119s 2.119s - E.900% )
Sievelbemnn — sieve 1.102s 37.614us | 46.356us | 40.370us 27288.01/00 | 49.233%

Sievebemo — wTaskGetTickCount §.459ms 0.224us 0.832us 0.23%us 27288, 0.280% |+

SieveDemo —& func2 300.657ms 10.463us 13.197us 11.018us 27288.00/17 | 9.981%

Sievelbemnn —@ funca 221.002ms 7.E31us 9.476us 2.033us 27287, 0.273%

Sievebemo —& funci3 331.460ms 11.672us 15.582us= 12.147us 27287. 39415 | —
SieveDemo @ ®QueueGenericsend 10.908ms | 40.0B2us | 42.999us | 41.317us 2E4. 0.041% |+

Cinterrupt) = (root) - - - - - 0.000%

Cinterrupt) 2 —pWectorTabTe+0x18 45.218ms 18.245us | 43.470us | 20.507us 22059. 0.470% |+

Cinterrupt) = wapp licationIRQHand ler 33.359ms | 14.2B7us | 29.313us | 15.127us 2205. 0.433% |+

Cinterrupt) @ FresRTos_Tick_Handler 23.650ms 9.982us | 29.022us| 10.729%us 2209. 0.620% |+

Cinterrupt) vTaskSwitchContext 1.335ms 4. 440us 5.381us 4.871us 274. 0.099% |+

Cinterrupt) g —__isr_hase+0x14 4.000ms 2.000ms 2.001ms 2.000ms 2. <0.001% |+

Cinterrupt) L@ TRACE3Z_HYP_HandTer 3.997ms 1.998ms 1.999m= 1.998ms 2. <0.,001% |+

QueueCons = Croot] 42 . 3561s - 42,3560 | 42.356ms - 0.010% |+

Queuelons sQueleGenericReceive 42.003ms | 157.399us | 161.478us | 158.502us 2ES.C1/10 | 0.098% |+

Queuelans yQueleConsumeHook 112.028us 0.281us 0.835us 0.424us 264, 0.005% |+

Crypto = Croot] 3.840ms - 3.840m= 3.840ms - <0.001% |+

Crypto ® vTaskDelay 91.329us | 45.854us | 45.854us | 30.443us 3.01/12 | <0.001% |+

Crypto T32_DCC_SIMPLE_SEHD 3.742ms 2.464us 1.926ms | 935.306us 4 0.167% |+

Cunknownl = Crootd 23.459ms - 23.459ms | 23.459ms - <0.001% |+

Cunknownl —+ZR:0x40001208 7.677us 1.435us 2.193us 1.919us 4, <0.001% |+

Cunknown T32_DCC_SIMPLE_SEND 3.004ms al.572us 1.726ms | 888.3350us 4. 0.158% |+

Cunknown ) = decrypt 19.893ms 9. 944ms 9.9491= 9.946ms 2. <0.001% |+

Cunknownl L@ AES128_CBC _encrypt_buffer | 19.874ms 9.93Ems 9.938ms 9.937ms 2. 0.001% |+

J 4 I 3
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Debugging Through The Zones

= Tracing the zones

= Task runtime measurements, if one zone contains an RTOS
= Here: FreeRTOS running in non-secure
= (unknown) = secure zone, not known to FreeRTOS

o BuTrace. Chart TASK =N Eoh| >
[@Setup...][i iGrDups...][ - Ennfig...][ (1 Goto... ][ i} Gato... ][ $3Find... ][ A0k Iy ][hl]iDut][IEIFuII]
-1.800s= -1.600%= -1.400%= -1.200%= -1.000%= -800.000ms  —-600.000ms
range & I I I | | | | |

Sievelema [y
QueaueCons kY

Cryptao &
Cunknown) RH

4 |\l ¢ 4 L P
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Agenda

= TrustZone And CPU Modes In TRACE32
= Default Behavior Of The Debugger

= Special TrustZone Support

= Debugging Through The Zones

» Outlook To Multiple Guests

LAUTERBACH A
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CPU Modes - Multiple Guests

non-secure zone

v
non-secure zone

v
non-secure zone secure zone

V.
non-secure zone

hypervisor zone

LAUTERBAC /‘
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Outlook To Multiple Guests

Ongoing efforts to support multiple guests

= Work in progress
= Multiple guests in access class N: (non-secure zone)

Introduction of a “machine id”

= Each guest gets its own machine id
=  Will be an addition to the virtual address

Symbol handling separate for each “machine”

= Just like the zones, but extended to several guests
OS Awareness for each machine

= Loading several OS awareness at the same time

LAUTERBACH/ A
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Outlook To Multiple Guests
= Two-stage MMU support

= Debugger does its own MMU translation and table walk

= Access to hypervisor and guest simultaneously

= Access to every guest simultaneously

= Access to every process within every guest simultaneously

= Prerequisite: “Hypervisor Awareness” plus RTOS Awareness
= HV Awareness provides “VTTB” of guests
= RTOS awareness provides “TTB” of processes

LAUTERBACH/ A
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Summary

= TRACE32 separates the zones for you

= Debugging simultaneously in each zone,
even with overlapping MMU

= Debugging the zone switches

= Tracing decodes the zones accordingly

TRACE32° ready for ARM® TrustZone®!

LAUTERBACH /N
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Thank You! Rudi Dienstbeck

rudolf.dienstbeck@lauterbach.com
Phone: +49 8102 9876 175

Questions?

LautersacH
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